Automating ITAM in Small and

Medium Based Businesses

ITAM Best Practices

Large businesses, as well as small and medium sized businesses (SMBs), share many of the same challenges,
but on different scales. Managing all of their IT assets is one of those challenges. Both large enterprises and
SMBs need to know what devices they own, if they are in compliance with the terms of their software license
agreements, if their deployed hardware and software configurations are patched or have known
vulnerabilities, and if any of the systems are obsolete or no longer supported. One real difference in the way
large corporations and SMBs businesses approach these challenges is how they implement IT asset
management (ITAM) practices.
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Data, Data, Everywhere

Every organization has a wide variety of data sources
that contribute to its IT asset inventory. These can
include:

e Manually prepared spreadsheets

e Purchasing records

¢ SCCM

e Active Directory

¢ Cloud providers such as Amazon AWS, Google

Cloud and Azure
¢ Internal systems and cloud applications
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The problem arises when these data sources cannot be
consolidated or reconciled. Each source contains some
ITAM information, but none provide a complete record
for each asset. Many SMBs are faced with this scenario,
where they have ample ITAM data, but no actionable
ITAM information.

The first step in alleviating this problem is ensuring that
the data that is available is complete. That entails:

e Examining the data captured on spreadsheets and
looking for empty fields

¢ Reviewing SCCM and Active Directory reports for
consistency

o Aggregating IT asset purchasing records

¢ Inventory must include data from cloud providers
and internal applications

This first step is important because the accuracy of
any subsequent reports depends on the accuracy of
the input. It is also important to recognize that
spreadsheets, SCCM and Active Directory are not
fully functional ITAM tools.

Spreadsheets can be effective tools for collecting and
organizing information, but they rely heavily on
manual input and updates. It is easy for items to be
omitted, for incorrect information to be entered, or
for information to be deleted. In addition, the
reporting function of a spreadsheet is limited.

Active Directory (AD) contains user accounts,
computer accounts, corporate hierarchies, policies,
and groups. It serves as the reference library for
information about a single network or group of
networks and is also the primary tool for their
management. IT doesn’t, however, account for non-
Windows computers, servers, and users or
information about cloud services. Active Directory
does allow IT managers to reconcile and verify data
recorded in their spreadsheets. Any discrepancy
indicates a problem with the spreadsheet data (*1).

SCCM utilizes deployed agents to collect
configuration information. According to the
publisher’s website, the software collects hardware
and software inventory by enabling the client agents
on a site-by-site basis. The hardware inventory agent
collects available disk space, processor type and
operating system for each computer. The software
agent, in turn, identifies inventoried file types and
versions and collects specified files. The Inventory
client agents then can be used to create an inventory
report based on the client inventory information
collected. The resulting reports are perfectly suited
for administering software on the network, but not
detailed enough for use in an ITAM practice.
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Transforming Data into Information

There are ITAM tools available to SMBs that will
automatically consolidate their disparate ITAM data
without the complexity or expense of a typical
enterprise ITAM solution. Installation and
implementation are typically accomplished in a matter
of days, and the cloud-based architecture obviates the
need for additional servers and related software and
overhead. Key attributes of these ITAM solutions
include:

e Cloud-based architecture

¢ Utilizing existing data from various sources

¢ Eliminating data duplication

¢ Entity-focused configuration

e Robust reporting

e Seamless integration with automated device
discovery

Once a tool is selected, it is important for the IT
managers to work with the vendor to ensure that the
system is configured to meet their needs. This step is
crucial if the system is to generate the desired
information. In the configuration phase the ITAM
database can be organized to incorporate company-
specific fields, custom reports and management
dashboards.

Following the configuration phase, and after the
company’s data has been examined, all of the data can
be imported into the ITAM tool. The ITAM system will
eliminate duplicate entries, normalize software
nomenclature and organize the data into usable
information. Moreover, all recorded systems will be
included, not just those detected by SCCM or Active
Directory.

Initial reports will provide management with a clear
picture of all of the IT assets that were included in the
imported files. The information can be used to identify
the number of deployed systems, components of each
system, obsolete configurations and software and
software purchase quantities. Software license
compliance can be evaluated by comparing license
entitlements and deployed systems counts.

Completing the Picture

For information to be truly usable it must be current.
As hardware and software assets are added and
disposed of, the ITAM database needs to be updated
on a regular basis. The best way to accomplish this
task is to implement automated network discovery.
The benefits of this technology include:

¢ A complete inventory of all networked devices
including peripherals

e Discovery of systems as they are added

e Reporting of disposed IT assets

e Full inventory of all deployed software

¢ Complete inventory of remote connected devices

e Agentless architecture allows constant discovery
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Installing cloud-based automated network discovery
simply requires the allocation of a local collection
server that will communicate with the established
ITAM inventory system. Some configuration work may
be needed to accommodate newly identified device
types or reporting requirements. Installation and
implementation can be accomplished in a matter of
days, with no impact of ongoing operations.

Once the automated network discovery is paired with
the ITAM inventory system, IT management will have
an ongoing detailed record of every device on the
network. Enhanced reports will enhance many
functions such as identifying:

¢ Detailed system configurations

e Systems without current software patches

e System with known vulnerabilities

e Obsolete configurations

¢ Newly added peripherals and storage devices
¢ Unauthorized software

e Disposed assets
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Chaos Becomes Confidence

With the combination of an ITAM inventory solution
and network discovery, SMBs can enjoy the benefits
enjoyed by large enterprises, without the cost of an
enterprise solution. The information available will
continue to provide benefits in terms of budgeting,
upgrading systems, software purchases and evaluating
maintenance costs. In most cases the cost of the ITAM
solution is recovered multiple times over the years it is
in use.

https://www.itassetmanagement.net/2021/01/07/how-to-get-great-itam-data-from-active-directory/




About xAssets

xAssets is a privately-owned global company with US
offices located in Wilmington, DE who provide sales,
administrative and technical support along with
ongoing product development efforts. They are
focused on developing flexible, affordable and easy to
deploy IT asset management and fixed asset solutions.
A fast-growing company, xAssets has major corporate
and government customers worldwide.

xAssets is also a certified SIIA Certified Audit Software
Provider and is a member of the CASP program as well
as a provider member of the International Association
of IT Asset managers (IAITAM).

xAssets products includes IT Asset Management
Software, Fixed Asset Management Software,
Financial Asset Management, Software Asset
Management, Enterprise Asset Management, Service
Management and Network Discovery Software,
offering cloud-based (SaaS) or locally installed versions

for small to large enterprises. The solutions are used by

many well-known organizations around the world in
almost every vertical market. Their partners range
from MS LARs to global IT Service companies to small
niche product providers.

North America

xAssets North America 1000 N. West
Street Suite 1200 Wilmington
DE 19801

Enterprise Sales
E-Mail : ussales@xassets.com

Sales and Support : 800 691 9120 or 732 383 6691
ederal Sales

Federal Sales : 800 691 9120 (Cage Code supplied on
request) Federal Sales : usgovsales@xassets.com

The company provides proactive consultative support
to customers throughout the product lifecycle and
they always ensure that their customers' requirements
are met or exceeded. These products provide full life
cycle asset management capabilities, including
discovery capabilities that can stand alone, or
complement and integrate with SCCM (System Center
Configuration Manager), and provides users with a full
Configuration Management Database (CMDB).

For more information about xAssets' ITAM and FAM
products, its other ground-breaking products or how
to become an integration partner go to
www.xassets.com or contact Barry Long, Director of
Business development, on 800 691 9120.

United Kingdom

xAssets North America 1000 N. West
Street Suite 1200 Wilmington
DE 19801

Sales and Support : 01225 700833
E-Mail : headoffice@xassets.com
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